cloud ™™

CloudStack Administration Guide

Version 2.2.4-2.2.7

Revised March 22, 2012



CloudStack 2.2.4 — 2.2.7 Administration Guide C I o u d o

Copyright © 2011, 2012 Citrix Systems, Inc. All rights reserved. Specifications are subject to change without notice. The Cloud.com
logo, Cloud.com, and CloudStack are trademarks or registered trademarks of Citrix Systems, Inc. All other brands or products are
trademarks or registered trademarks of their respective holders.

2 © 2011, 2012 Citrix Systems, Inc. All rights reserved. March 22, 2012



CloudStack 2.2.4 — 2.2.7 Administration Guide
Contents
A Y o To TU) @ o1 Tc A - ol O T O PO T T T PP PP PP PPOTPPPRPTN 9
1.1 Service Offerings, Disk Offerings, Network Offerings and TemMPIates ........cccccviieeiiiie it 9
1.2 ACCOUNTS, USEIS, NG DOMAINS ...uvviiiiiiieiiiiiiieee e e e ettt et e e e eectteeeeeeeeeeastaeeeeeeeeaastaeaeaeeseaaassasseaassesaastasaeeaeseaassasseaeesesansssreeaaasann 9
1.3 YT V=T G N o TP TP TP OPPRRPPR 9
R R |V T g F= T =T g = oL Y= V=T OO PP P PP PP PPRRTRI 10
00 0 1 1y PP 10
14 Networking Features and VirtUaliZatioN.........c..eoiuiee ettt ete e et e e e et e e e e eta e e e sbbeeaesataeeeesaaeesnsbaeeasnteeeeanes 10
1.4.1  Direct AttaChed NETWOIKING ....cccociieeeiiiie et ettt et e e ettt e e e et e e e s taeeeesateeeeeataeesaabaaeaaatseseanssaeesassaaeesasaeeeanssseesansseeessreeann 11
R VT o A | I T=Y Yo o (] =SSR 11
1.4.3  Combining Virtual Networking and Direct Attached NetWOrKing........ccccuiiiieriiiiiieiiieeeet e 12
1.5 Storage Features and VIrtUlIZAtioNn ..........eoouio ittt st s a e bbb e s b et e sat e e bt e e sabeeebteesaneenneeas 12
1.6 Administrator CoONtrolled AIOCAtION .......oouii ittt st e st e sa b e e s bt e e s st e e sate e saseeenteesabeesnseesaneennneas 12
1.7 GUEST VIM IMIaNagEIMEBNT ... 13
1.8 (Y T T T={=T 1 o1 11 A P SURP 13
1.9 PN e I T To I o G =T o Y1 o111 YU UUR 13
0 O T o= =Y oY [ VA Ta T I ANV 11 =1 o | 2SR 14
Y [ Yoru] V- S T e T Y I TaTo Yo i TV Y PSR 15
2.1 0T PP 15
2.2 IVIANAEZEIMENT SEIVEI'S .evetetetirerereretetererererererererererere—.—.—.—.—.—.—.—.—........................................................................................... 15
2.3 B0 A i 15
24 INEEWOTK .ttt et e s bt e st e e s et e e e bt e s e b et et e e sa b et e ab e e sa b e e e bt e sa b et e bt e sa b e e e b e e s b e e e bt e s b eeeneeeares 15
2.5 [V o1 Y Eo T g U] o] o Yo TP PPRPSOP 16
2.6 (S A O Y TaTo BTe] a2 1T o o Lo o SR 16
I o =T oY o 1T == TN 0 T=Y o] [ 1Y 4 T PR 17
3.1 VAN A M ENT SEIVEI FAIMN . ciiiiiiiiitiiiieiitetetererereretererarere e ...ttt 17
3.2 o= 1 1] = 0o g Yol =Y o} £ PR 17

March 22, 2012 © 2011, 2012 Citrix Systems, Inc. All rights reserved. 3



CloudStack 2.2.4 — 2.2.7 Administration Guide
707000 10Ty PP 17
K T8 [V T TSP PSPPSR PRRPRO 17
K 70N S o To L F TSSOSO P PR PR PSR PRRPRO 18
I S NV 7= 11 1 o111 4 V4o T V=TSSR 18
33 MUIEI-STEE DEPIOYMENT ...ttt ettt b e s b e e b e s bt e et e s bt e s bt e s e bt e e bt e sabeeeabeesabeeeabeesabeeeneesabeeeneesanes 19
4 DefiNiNg YOUT SEIVICE Off@IING .. .coiiiiiiieiiie ittt ettt ettt e b et e sbe e s bt e e bt e s bt e e sb b e e bt e e bbe s bt e e sbaesabeeesabeenneeesnneeneees 20
5 Understanding Network Types and Network Virtualization ............ooiieoiiiiiiiiieee ettt s s 21
5.1 GUESE INETWOIK .ttt s bt s bt s bttt e bt sae e s bt e e b e e b e e a b e e e b e s aeesheesb e e nb e et e eme e eabesbaenbeenbeenbesntesanes 21
5.2 Network Virtualization Within ONE POG........o..iiiiiiiieeeeeeeeee ettt et sabe st sbeesbeesbe e bt enteeseesneenbeens 22
5.3 Network Virtualization within One Availability ZONE .......ccccuuiiiiiiie et e e s e e e te e e e eate e e sabeeeeentaeeeenns 23
5.4 LYV o QY G AU F: 1172 ] 4 o Yo PSR UUPPPRRRN 25
5.5 Private Address AllOCAtION .......coiiiiiiiiiee ettt ettt et e st e et e s bt e et e s bt e s bt e sabeeeabeesabeeeabeesabeesabeesabeeeseesabeeenneesares 25
5.6 PUDBIIC AAreSS AHOCATION «...eiuiiieitieetee ettt st ettt e et e s bt e s bt e s be e e bt e sabeeeabeesabeeeabeesabaeeseesabeeenneesanes 25
5.7 EXTErNAl NETWOIK EIEMENTS ... .eeeuiiiieitieiteeteete ettt sb e s bt et et e st e bt e s bt e b e e s b e eabesabesbeesbeenbee bt embeenteesaenbeenbeens 26
LT 0 R [ o 11 4 - | BT =Y U o USRS PUPPRRRE 26
5.7.2  Additional CoNFIGUIATION .....ccciiiie ittt ettt e ettt e e e st e e e e e tte e e eabeaeesabaeeeesssaeeesbeaaaastaseeanssaeeansseaeanstaeeeanssseessreaans 26
6 Network VirtUaliZation FEATUIES ......oc.iioiiiiiiieiiee ettt et s bt e a e e et e ae e e e e e b e s r e e e b e e reenesanesanes 27
6.1 GUESE VIFTUGI NETWOTKS ...ttt et ettt et e seee s e sa e sa e e n e e ae e eme e srne st e e reenesanesanes 27
6.2 IP FOrwarding and FIFEWAIIING .......ccuuiei ettt e st e e et e e e st ae e e s teeeeesteeesenseeeesnsseeeassaeeennneeessnseeeasnseeesanes 27
6.3 | o T=To I 2 T =1 o Vol o - 0P UUP 27
6.4 oYl oY NV =T o g U UUP 27
6.5 DINS @NG DHCP ...ttt ettt ettt ettt et ehe e s bt e bt et e e a b e ea b e s bt e sbeesb e e bt eabeeae e eaeeeb e e b e eabeenbeeabesabesbeesbeenbee bt embeeateeneanbeenbeans 27
6.6 RV ] TSP PP ORI 28
SN0 R |V - Tl © 1 TP PSP PR PRRPR 28
NI VAV T Ve Lo 1T TP PSP PR PSPPI 28
6.7 Working With Additional NETWOIKS .......oeieiiiii et e e s e e e et e e e s raeeeessteeeesanteeessnteeeasteeesannneeesnsneenn 28
% N (V1= AV VoY QY oo o 1SR PPPRRROE 28

4 © 2011, 2012 Citrix Systems, Inc. All rights reserved. March 22, 2012



CloudStack 2.2.4 — 2.2.7 Administration Guide

6.7.2  Default and NON-default NETWOIKS .......cceiiiiieieeee ettt ettt b e b e e e nesaees 28
6.7.3  Adding an AdditioNal NETWOTK ........vviiiiei e e et e e e e e e st e e e e tte e e stbe e e e staeeeansseeesasseaeastaeesansseeeasreeenn 29

I (o - =d B o T Y (U T Y o IV SRS 31
7.1 S T YA (o] - T4 PP P PP PPPPPPPPPPPPPPPPPRE 31
00 T S I V(PP PPPPTPT 32
7.1.2  MINEENANCE IMOTE ... ettt ettt ettt bt e bt e e b et e s bt e e b et e sh b e e bt e e sab e e bt e e sh b e e e beeesabeeaneeesabeeeabeesabeeenbeesabeesnneenas 32
7.2 SECONUANY SEOTAEE .t ietiiiteettt ettt ettt ettt e e bt e st e e bt e sttt e bt e st e e e bt e sab e e e bt e sabe e e abeesabe e e bt e e b et e b e e e b et e aae e e be e e snbeeabteesnneeneeas 33
7.3 Changing the SecoNdary STOrage IP AQArESS .......iiiccuiie ettt et e e e st e e e et e e e sebe e e e s baeeeeattaeesabaaeesabseaeanssaeeeesaaeessreeenn 33
7.4 Changing SECONAAIY SEOIAZE SEIVEIS ...cccuuiieeeiieieceiieeecitteeeeiteeeeetteeesetaeeeestteeeeessaeesaasaeaeastaeeaaassasesaasaasesssseseanssssseassaeesnsseeann 33
7.5 WOTKING WL VOIUMES ..ottt ettt e et e e ettt e e e tae e e e s aba e e e e tteeesaaeseeastseeeanssaeesassesaaasteeeeanssaeesnssasaaassaeseanssasesssrenenn 34
7.5.1  IMIOVING VOIUMES ..ottt ittt ettt ettt ettt ettt e b et e bt e bt e e bt e e bt e eabe e e sbeeebe e e s abeeae e e s b b e e ebeeesabeenaeeesubeesabeesabeeenbeesabeennneesas 34
7.5.2  RESIZING VOIUMES ...eiuiiiiiiiiiteette ettt ettt ettt ettt et e bt e be e e bt e b te e bt e e bt e e bt e e sbe e e bt e e sab e e ne e e s hbeeeseeesabeeaaseesabeesnbeesabeesnseesabeenaneenas 34
7.5.3  Volume Deletion and Garbage COlECTION ........oiuieiiiiiieet ettt et et st e e s bt e sabeesateesabeesaneenas 34
7.6 WOTKING WILH 1SO IMAEES c...uviiieiiiieeeitieeeecie e e ettt e e st e e e e tte e e s etbaeeesabaeeeettaeesasaseeastseesanssaeesassasaaastaseeanssaeessssaaeaassseseanssasesnsrenenn 35
7.7 WOTKING WIth BIANK VIVIS .. ...ttt ettt ettt e e e e ettt e e e e e e s abbta e e e e e e seaaetaaeeeeesenssetaaeeeeeeaanassasseeaesesannsssnnnaaassnn 35
7.8 WOTKING WIth TEMPIATES ..t e e e e e st e e e e e e e se bbtaeeeeeeseaasetaaeeeeeseassetaaeeeeesesanstaasaeaeeesannsssrneaaansnn 35
R 2 R o 1o D= - UL =T 0] ] - | SRR 35
R T A O =Ty o = =T o oo 1 - PP 36
R 2 T U] ] o Y- Yo [Tg Y= =Y o o o] F- 1 o 3PP 37
- N e - ot d [T = =T ' o] = TS EUUR PP 38
- T V1 o] | ol =T o1 o] 2 T3 UUUR PP 38
N T L AV 1= =T 00 o] = T TS UUR PP 38
R ST A T 1Y a1 oY= =T 0] o] = SRR 38
7.8.8  Running Sysprep for WindOWS TEMPIALES .....ccueiiiiiiieieiiiiecctee e see e et e e ee e e st e e e e saee e e ssnaaeeesataeeeestaeesenseeeesnsseeeanssneesnnsens 38
- I 15 Y o Yo T A1 Y= 2 1V |3 TP PPPP R PPPPRP 43
7.8.10 Creating an Ubuntu 10.04 LTS TeMPIate fOr XENSEIVEN ....cccuviiiieeiei ettt see e see e e svae e e s nte e e e s tae e e snnaeeesnneeean 46
7.8.11 Converting @ Hyper-V VIM 10 @ TeMPIAte....c..ueiiiieee ettt ettt e e e et e e e e e e e e sttt e e e e e e e seasnrtaeeeeeesesnseaeneas 47

March 22, 2012 © 2011, 2012 Citrix Systems, Inc. All rights reserved. 5



CloudStack 2.2.4 — 2.2.7 Administration Guide
7.8.12 Adding Password Management to YOUr TEMPIAES ......cccueieiiiiieiiiiee e st et e e ertee e et e e e e nta e e s sataaeesasaeeeenntaeeennnees 48
7.9 Ao T Y =V Y 1 =T o 1Y o £ PRSI 49
7.9.1  Automatic Snapshot Creation and RETENTION ......cccuiii i e et e e e rare e e st e e e s ata e e sreaeeessreeeenstaeesnnnees 49
7.9.2  Incremental SNaPShOtS @Nd BACKUP ..ueeieiuiiieiiiie ettt eete e ettt e sttt e e et e e s te e e e s bt eeeeateeesssaaeesssaeaeansseesassaeeesnsseseanssaeesnnsees 49
7.9.3  VOIUME STATUS ..ttt ettt e bt e bt e e bt e s bt e s b et e eb b e e bt e e shb e e bt e e sh e e e e Re e e sab e e eab e e sa b e e eab e e s beeeateesbeeeaneena 50
7.9.:4  SNAPSNOL RESLOIE ...ciiiiiiiiiiitie ettt ettt et ettt e bt e b e e e bt e s bt e e b et e sb bt e bt e e e ab e e bt e e shbeeehe e e sab e e ene e e sa b e e eabee s beeenbeesbeeenneena 50
7.9.5  Performance CoNSIAEIAtiONS. .......oiutiiiiiiite ittt ettt ettt ettt et e e b et e shb e e sbt e e sae e e bt e e sbbeesbeeesabeeaneeesabeesbbeesabeeenseesabeesnneenas 50
8  Working With System VIrtUal IMAChINES ........uiii ettt e e st e e et e e e e e aba e e e sabbeeeeataeesessaeeesasbeeeastseesansaseessreeann 51
8.1 THE SYSTEM VIM TEMPIATE. .eeiciiiieciiee e ctiee ettt e eette e e sttt e e et e e e e bt e e e sbaeeeestaeeeasbaaeesasaaaeassseesassasaesssseeaanstaeesanseseeansseesenstaeeennsens 51
8.2 Multiple System VIM SUPPOIT fOr VIMIWAIE .......ccoocuiieeiiiiee ettt et e sttt e e e tte e e e ettaee e stteeeettaeeeeasaaeesassaeaanstaeseassseesasseeeesnsseseanes 51
8.3 CONSOIE PrOXY ..veiiutteeiteetteeteeette ettt e sttt ettt esut e ettt e s bte e bt e e sbe e e beeesa e e e beeess b e e saeeesab e e seeesa b e e ne e e saseeeaseesabeeeaseesabeennseesabeennneesabeennneenas 51
8.3.1 Changing the Console Proxy SSL Certificate and DOM@IN ........coceiiiieriiiiniieie ettt ettt st sbe e st e sbeesanee e 52
8.4 RV AL U =12 0o 10 =T PP 53
8.5 Yoo oo TR ) o ] =Y <{= T4 ISR 53
1S IV =T o Y=Y 1Y o 11 AV T T I o P UR PP 54
9.1 Y T aF T=d=Ta a1 o LAY = V=T PP PPPPPPPPPPPPRE 54
9.2 0] PP 54
9.3 Primary Storage OULAge aNd Data LOSS .....ueieiieiiiiiieeeiiieeeeitiee e eeiteeesteeessstteeeesaaaeeesteeeeaseeeesanseeeessseeseanssesesnseessssseeessseeesanns 54
9.4 Secondary Storage OUtage aNd Data LOSS ....uiiicuieeiiiieeieiieeescteee e sttt e e ettt e e sttt e e ess bt e e esateeesaaeeeessteeesannteessnseeeessseeesasseeesnsseeenn 54
9.5 HACENGDIEA VIM ..t sttt s e e st e s e et e s b e e e bt e s b e e s bt e st e e e beesabaesbeesareeebeesanes 54
10 Y ETaETq=T 0 g L= oLl o (U] T PP PPPPPPPPPPPPPPRE 56
10.1 Users, Accounts, AdMINIStrators, N0 DOM@INS .....uuuueueeerererirerreerererererrrrereeeeeereeeeeeeer......eeeee.e...................................—...——.—.. 56
10.1.1 ROOT ADMINISTIAtONS ..veuiiiiiieeeere ettt st e e ettt st e st e b e r et san e sanesenesreesree et enneenneeneeeneenneens 56
10.1.2 DOM@IN AGMINISEIATOIS. .. eiutiieteiieieee ettt st e st e a ettt eer e b e e r e e e saresanesenesreesree et emneemneenneeneenneens 56
10.2 [ o X V] o T 1oV - ST PRSPPI 56
10.2.1 ST~ 1] = P UUPPPRN 56
10.3 Changing User and Administrator PASSWOITS .........ciiciiiiiiiiee ettt ee ettt e e e e eetter e e e e e e s e abta e e e e e e sesaataeeeaeeseasantasseeaseesnnnses 56

6 © 2011, 2012 Citrix Systems, Inc. All rights reserved. March 22, 2012



CloudStack 2.2.4 — 2.2.7 Administration Guide

O VY B | YoV Lo LY T = T=d =T o o V=T o | USRS 57
104.1 YY1 == o [ o PP 57
10.4.2 VIM DIBLION ..ottt st et et et sh e b e bt e s et e s b ne s be e s b e e s bt e et et e e ae e e b e e b e e b e e R e e n e e anesaeesreenreeneenes 57
10.4.3 RV ALY I =TV o RS R 57
10.4.4 REMOTE ACCESS ..ottt bt e e e s e s b s s e e e s e s bbb s e e e e e s s b b e et e s e s e baa e s e e e s e s anres 58
10.5 Changing the Database CONfIGUIAtION ........oiuiiiiiiieie et sttt e st e st e s bt e st esbeesmbeesbeesanee e 58
10.6 YA D 4 V=T OO P R OP PP PPRPOPRTN 58
10.7  AAMINISErATOr AIBITS ...ttt ettt e bttt e et e s bt e s bt e sb e e bt e bt e st e sae e e st e eb e e b e e b e e st e sabesabesbeesbee bt enbeenteentenbaenbeens 58
10.8  LIMIES weeieeitteteeie ettt sttt ettt ettt s b e s b e b et e bt e st sht e eb e e b e e b e e a bt e a b e sa e e SRt e sh e e b e e b e e a bt eR et e R e e b e e b e e Rt e R R e e et e sheenheenb e e bt e bt enteentenbaenbeen 58
10.8.1 (@foT oY 7 ={0 =Y o] o T T 01 £ PR 58
10.8.2 Default ACCOUNT RESOUICE LIMIES ...cuuiiiiiiiiieitie ettt ettt ettt ettt s e st e e bt e st e e et e e sabeeeaseesabeeeaseesabeeenseesabeeenseesas 59
10.8.3 Tt Do Yo=Y o 10 o T SO PSP UPPPROE 60
11 WWOIKING WITN HOSES ..ttt ettt e h e s he e e s ht e bt e e s at e e e bt e e sab e e eae e e sa b e e sabeesabeeeabeesabeesaseesabeesaneesabeesnneesns 61
I 0 Y Vo o T T=d o [ I €38 o I I U1 =T o SRS 61
11.1.1 (TR o] a LT =N o To X [ [ 4 o o U UPPRRN 61
11.1.2 XENSEIVEr HOST AQTITION ...ceiiiiiiieiiit ettt ettt sbb e e b et e sab e e s me e e sabeesseeesmreessneesaneesaneesan 61
11.1.3 KVIM HOST AGQITION ..ottt sttt et et sttt n e s ee e s e saeesrt e neenneenneennesnnenreens 61
11.2  Scheduled Maintenance and MainteNanNCe IMOTE ..........coeiiiiiiiiiiiiiiie ettt st 61
11.3 REMOVING HOSES ..eiiiiiiiiiiiiiieee ettt re et e e e sttt et e e e s et e e e e e e s sesasbaaeeeessesaasbetaeeeesesassbaeaeaeesesasssssaaaeesssasssssaaaeesssnnssnssanes 62
11.3.1 XENSErVEr aNd KVIM HOSES .....eiiiiiiiiiiitieeitt ettt ettt ettt ettt et e st e s bt e b et e sab e e s ae e e saneesmaeesmreesnneesaneesaneesan 62
11.3.2 LAY o] a LT =N o [ 1) 4R PURPRRN 62
114 RE-INSTAIIING HOSES 1ottt e et e e e e et e e e e e e ses b taaeeeeeeesaebaaaeeeeaesassbaesaaaaeesasseaaeeeaeesenssssaaneeessensnsssnnns 63
11.5 (08 T T =T o = o T 1y Vo o Ty R 63
11.6 (O T o] o = o T 1Yl o 1Y VYo o R 63
A & [ 1 A o oF: | A o o PP TPV SO PR RPRRRPROPRPRN 63
11.7.1 OS PrEf@IEINCES ..ttt sttt e e ettt e bt e h e r et sen e s ene s et e sae e ae e et eae e e se e e be e r e e r e e reeanenanes 63
11.7.2 Over-Provisioning and Service Offering LIMILS .......cc.eiiiiiiii ettt ette e e et e e e eetae e e sbre e e e abeeeeeansaeeesreeaas 64

March 22, 2012 © 2011, 2012 Citrix Systems, Inc. All rights reserved. 7



CloudStack 2.2.4 — 2.2.7 Administration Guide
11.8 VLAN PrOVISIONING coeeiiiiiiiiiiiiieiiiitiitietttttttteeteretetetereeetetereettettteteeetteeteeeteteteteetteettete....................................................... 64
12 WOTKING WILH USBEE ... uiiiieiciiie ettt ettt ettt e e et e e e sttt e e ettt e e e ataeeesataeeeaseaeeaassaeeesasseeaasssaeesasseeeesasseaeanssseesanssseesanssaeeansseeeasseeennnsnns 65
13 USEE INTEITACE @GN AP ..ttt et sttt e bt e et et e ae e s b e e bt e bt e e b e e et e sonesheeseee s bt e bt eme e emseebeesbeenbe e beennesnnesnnes 67
S 70 A U LY =T o Y =T - ol TP PP U PRSP SRPRRPPTRPRUPRPRN 67
13.1.1 AAMIN USEE INTEITACE ..ce ittt ettt e s e eea et e sa bt e s a et e sab e e ea bt e sab e e saseesabeesabeesabeesaneesabeesaneenas 67
13.1.2 BN USEI INTEITACE ...ttt ettt et e st e et e st eeab e e sa bt e e b e e sabeeeabeesabeeeaseesabeeeabeesabeesaneesas 67
1302 AP et h e bttt ettt e e ateeh e e bt ekt e beeateeateehteehee ekt e bt eabeeat e ekt e eh e e be e bt eabeeateehtesheeeheenheenbeeateeateshtenbeans 68
13.2.1 Provisioning and AULhENTICAtION APl .......cocuiiii et e et e e e et e e e et e e e e eabaa e e sbbe e e e staeesansaeeesnsbeeeanssaeesnnsees 68
13.2.2 ATTOCATOIS ...ttt ettt ettt ettt et s bt s bt e s bt e bt e st e e ae e s bt e b e e b e e s b e e et e s e e e sbe e Sh e e bt e bt e R et e a e e e bt e eh e e b e e b e et e eabesaeesheenbeereenes 68
13.2.3 User Data and IMELA DAta .....ccueiiiiiiiiiiiieit ettt sttt et st e a e s re e r et saneennee s 68
14 LIS L4 = TP TP P PPPTRPI 70
141 Increase Management Server MaxXimum IMIEIMOTY .......uuiiiiiiiiiiiiiee ettt et e s et e enr e e s sre e e s e sar e e e sennee s snreeessnreeesanns 70
14.2 Set Database BUFfEr POOI SIZ€......coouiiiiieiiieeiie ettt ettt ettt be e s bt e bt e s bt e e bt e sabe e e bt e sbe e e ssbeeabteesaneeneeas 70
15 o101 o] =T g Yo ] 1o V-SSP 71
15.1 A=Y o) B oY =L PP PPPPPPPPPPPRE 71
15.1.1 ) T Te e V=T o PPV P PPTPPPPPRRPPR 71
15.1.2 (oY o = S o o TTaY = To o TN V7T X &SRR 71
15.1.3 YT o) A oY= @ LU T=T o 1= PR UPPPRNE 71
15.2  WOTKING WIth SEIVEI LOES ...icuviiiiiiiieeeitieee ettt ettt e e sttt e e ettt e e sttt eeessteeesesteeessaeeeeassaeesansseeessseaessnseeesansseeesnssaeasansseeesnnseeesannees 73
15.3 Data Loss 0N EXPOrted Primary STOMQZE ......uuiiiiiii ittt e e e et e e e s e sttt e e e e e e e st baaeeeeeeesessataeeeaeesenssstaeaeeessennnsssnnes 73
15.4 Maintenance Mode NOt WOIKING ON VEENTEK ....ccoi ittt e st e e e e e st e e e e e e e s e abbtreeeeeesensstaeeeeessennnrannes 74
15.5 Unable to deploy VMs from uploaded VSPhere tE€MPIAte.........ocuiiiiiiiie ettt ettt e tre e e aae e e eeaba e e e e taeeeenns 74
16 APPENIX ATIMIE ZONES ....utriiiierieeeitieeeeiteeeeeteeeestteeaarsteeeaasteeassseaaaasteeesassesessseesasssesesasssesesassessasssesesasssesessssseeesssseesassseessnsens 75

8 © 2011, 2012 Citrix Systems, Inc. All rights reserved. March 22, 2012



c %

CloudStack 2.2.4 — 2.2.7 Administration Guide

1 About CloudStack

The Cloud.com™ CloudStack™ platform is a complete software suite used to create Infrastructure as a Service (laaS) clouds. Target
customers include service providers and enterprises.

e The Cloud.com CloudStack platform enables service providers to set up an on-demand, elastic cloud computing service that
is similar to the Amazon EC2™ service. It enables a utility computing service by allowing service providers to sell self-service
virtual machine instances, storage volumes, and networking configurations over the Internet.

e The Cloud.com CloudStack platform enables enterprises to set up an on-premise private cloud for use by their own
employees. The current generation of virtualization infrastructure shipped by VMware®, Citrix®, and Microsoft® targets
enterprise IT departments who manage virtual machines in the same way as they would manage physical machines. The
Cloud.com CloudStack platform, on the other hand, enables self service of virtual machines by users outside of IT
departments.

The Cloud.com CloudStack platform includes the Management Server and extensions to industry-standard hypervisor software (E.g.
XenServer®, vSphere, KVM) installed on Hosts running in the cloud. The Management Server is deployed on a farm of management
servers. The administrator provisions resources (Hosts, storage devices, IP addresses, etc.) into the Management Server and the
Management Server manages those resources. The Management server presents web interfaces to end users and administrators
that enable them to take actions on some or all of their instances in the laaS cloud.

1.1 Service Offerings, Disk Offerings, Network Offerings and Templates

The CloudStack platform allows the administrator to define Service Offerings and Disk Offerings. These allow the administrator to
define the virtual hardware (CPU speed and count, RAM size, and disk size) that the user can select when creating a new instance.

The Network Offering is defined by the CloudStack. It describes the feature set that is available to end users from the virtual router
or external networking devices.

The administrator can also provision templates in the system. Templates are the base OS images that the user can select when
creating a new instance. For example, the CloudStack platform includes CentOS as a template. All popular Linux and Windows OS
versions are supported.

1.2 Accounts, Users, and Domains

CloudStack platform users are assigned accounts. An account is typically a customer of the service provider or a department in a
large organization. Accounts are the unit of isolation in the cloud. Accounts are grouped by domains. Domains usually contain
accounts that have some logical relationship to each other and a set of delegated administrators with some authority over the
domain and its subdomains. For example, a service provider with several resellers could create a domain for each reseller.

Multiple users can exist in an account. Users are like aliases in the account. Users in the same account are not isolated from each
other. Most installations need not surface the notion of users; they just have one user per account.

1.3 Server Types

There are two required types of servers in the CloudStack platform: Management Servers and Hosts.
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1.3.1

Management Server

The CloudStack Management Server runs in a Tomcat container and requires MySQL for persistence. The MySQL database required

by the Management Server may optionally be placed on a separate system from the Management Server itself. This type of server is

called a “Database Server”. Replication is also supported.

The Management Server:

1.3.2

Provides the web user interfaces for the administrator and end users.

Provides the APIs for the CloudStack platform.

Manages the assignment of guest VMs to particular Hosts.

Manages the assignment of public and private IP addresses to particular accounts.

Manages the allocation of storage to guests’ virtual disk images.

Manages snapshots, templates, and I1SO images, possibly replicating them across data centers.
Provides a single point of configuration for the cloud.

Hosts

Hosts are the resource in the cloud that host the guest virtual machines. For example, a Linux KVM-enabled server, a Citrix

XenServer server, and an ESXi server are Hosts.

Hosts:

Provide all the CPU, memory, storage, and networking resources needed to host the virtual machines.
Interconnect using a high bandwidth TCP/IP network and connect to the Internet.

May reside in multiple data centers across different geographic locations.

May have different capacities (E.g. Different CPU speeds, different amounts of RAM, etc.).

Are high-quality commodity hardware, and are reliable individually, but can fail frequently when a large number of servers
are involved.

1.4 Networking Features and Virtualization

The CloudStack platform manages the allocation of private, direct, and public IP addresses. The administrator configures the system

with available public, direct, and private IP addresses. There are two primary types of networks that can be created: "Direct
Attached" and "Virtual".

The CloudStack refers to a Zone that allows virtual networking and direct attached, tagged networking as having "Advanced"

networking. "Basic" networking refers to a Zone that allows only direct attached, untagged networking.

10
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1.4.1 Direct Attached Networking

With Direct Attached networks the guest VMs are directly assigned IP addresses on the local subnet. They access the internet
directly, and are not NATed by any components of the CloudStack. Their packets do not travel through a virtual router.
Consequently they cannot take advantage of software load balancing, firewalling, and port forwarding features in the CloudStack.

Direct Attached guests may be isolated from other Direct Attached guests or not. With "Direct Tagged", the administrator assigns a
specific Zone-wide VLAN ID and IP range to an account. Direct Tagged guests created by that account use that VLAN for guest-guest
traffic and are isolated from other accounts' guests. Direct Attached guests receive their IP address from the virtual router. Direct

Tagged is useful for linking guests with other systems, such as managed servers.

"Direct Untagged" provides isolation through the use of Amazon-style security groups and does not require VLANs. All guests are on
the same shared broadcast domain, even if they are from different accounts. Direct Untagged is most useful for private clouds.
Direct Untagged is available on all hypervisor types, but only XenServer and KVM nodes can use Security Groups.

1.4.2 Virtual Networking

With Virtual Networking, the guests of an account are allocated their own private, virtual network. An account's virtual network is
isolated from the virtual networks of other accounts via a zone-wide VLAN. All guests in this network for an account get a network
interface on this VLAN.

There are two types of virtual networking: virtual router based and external router based. The CloudStack provides a virtual router
in its installation. This virtual router is capable of providing DNS, DHCP, gateway, NAT, load balancing, and VPN services. External
router based virtual networking uses an external network device (e.g. Juniper SRX) to provide gateway and NAT services to the
guests. DNS and DHCP continue to be provided by the virtual router with external element based networking.

A deployment that uses Virtual Networking must use either the virtual router or an external router.

Inter-guest traffic travels via a zone-wide VLAN and not through the virtual router. The use of VLANs provides isolation: the guests
of different accounts are on different VLANSs.

In virtual networking every account is given an initial public IP address. The user may acquire additional public IP addresses. Public
IP addresses are routable from the Internet.

1.4.2.1Virtual Networking with the Virtual Router

Every account is assigned a virtual router. All public IP addresses acquired by the account are assigned to the virtual router. The
router is the gateway for guest VM traffic to and from the Internet, and it provides DNS and DHCP services to the guests. It also
NATSs all Internet traffic. The virtual router’s presence in traffic enables the CloudStack platform to present several networking
features to the end user. The virtual router can be configured by the user to forward traffic from a public IP to a particular guest VM.
The port’s traffic can also be load balanced across multiple guest VMs, providing for increased availability of a service behind the
public IP address.

1.4.2.2 Virtual Networking with External Routers

The CloudStack is configured to use an external network element for the Zone. Every account is still assigned a virtual router. All
public IP addresses acquired by the account are assigned to the external network element. The external router is the gateway for
guest VM traffic to and from the Internet. It also NATs all Internet traffic. The virtual router provides DNS and DHCP services to the
guests.
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Load balancing via external elements is also possible.
1.4.3 Combining Virtual Networking and Direct Attached Networking

A single account may have guest VMs that have virtual networking and guest VMs that have tagged, direct attached networking. In
this case there are two virtual routers for the account. One virtual router is responsible for the Zone VLAN used for the guests; the
second virtual router is responsible for the tagged, direct attached VLAN assigned to the account.

Basic networking may not be combined with virtual networking or direct tagged networking in the same Zone. A cloud can have one
zone with Direct Untagged and a second Zone with some combination of virtual network and direct tagged networking.

1.5 Storage Features and Virtualization

Templates define the base OS image that will be used when a guest is first booted. For example, a template might be 64-bit CentOS
5.3. Every template has a privacy level associated with it. Privacy levels include:

e  Public. The template is available to all users.
e  Private. The template is available to only its owner. A user can make his own private templates available to specific users.
Administrators and end users can add templates to the system. Users can see the template owner when viewing the template.

The CloudStack platform defines a volume as a unit of storage available to a guest VM. Volumes are either root disks or data disks.
The root disk has “/” in the file system and is usually the boot device. Data disks provide for additional storage (E.g. As “/opt” or
“D:"). Every guest VM has a root disk and a data disk. End users can mount multiple data disks to guest VMs. Users choose data disks
from the disk offerings created by administrators. The user can create a template from a volume as well; this is the standard
procedure for private template creation. Volumes are hypervisor-specific: a volume from one hypervisor type may not be used on a
guest of another hypervisor type.

ISO images may be stored in the system and made available with a privacy level similar to templates. ISO images are classified as
either bootable or not bootable. A bootable ISO image is one that contains an OS image (E.g. An Ubuntu 10.04 installation CD). The
CloudStack platform allows a user to boot a guest VM off of an ISO image. Users can also attach ISO images to guest VMs. For
example, this enables installing PV drivers into Windows. 1SO images are not hypervisor-specific.

Snapshots may be taken for volumes, including both root and data disks. The administrator places a limit on the number of stored
snapshots per user. Users can create new volumes from the snapshot for recovery of particular files and they can create templates
from snapshots to boot from a restored disk. Snapshots may be set to occur on a recurring schedule. A completed snapshot is copied
from primary storage to secondary storage, where it is stored until deleted or purged by newer snapshots.

The administrator provisions primary and secondary storage in the CloudStack platform. Both primary and secondary storage can be
accessible via either iSCSI or NFS. Primary storage stores the guest VM virtual disk image. It is typically located close to the Hosts.
Secondary storage stores the templates, ISO images, and snapshot data. There is usually one instance of secondary storage for
hundreds of Hosts. The CloudStack platform manages the allocation of guest virtual disks to particular primary storage devices.

1.6 Administrator Controlled Allocation

The CloudStack platform chooses an available Host to create a new guest VM. The chosen Host will always be close to where the
guest’s virtual disk image is stored. Both vertical and horizontal allocation is allowed. Vertical allocation consumes all the resources
of a given Host before allocating any guests on a second Host. This reduces power consumption in the cloud. Horizontal allocation
places a guest on each Host in a round-robin fashion. This may yield better performance to the guests in some cases. The CloudStack

12 © 2011, 2012 Citrix Systems, Inc. All rights reserved. March 22, 2012



.

CloudStack 2.2.4 — 2.2.7 Administration Guide

platform also allows an element of CPU over-provisioning as configured by the administrator. Over-provisioning allows the
administrator to commit more CPU cycles to the allocated guests than are actually available from the hardware.

The CloudStack platform also provides a pluggable interface for adding new allocators. These custom allocators can provide any
policy the administrator desires.

1.7 Guest VM Management

The CloudStack platform provides several guest management operations for end users and administrators. VMs may be stopped,
started, rebooted, and destroyed.

Guests have a name and group. Guest names and groups are opaque to the CloudStack platform and are available for end users to
organize their VMs. Each VM can have three names for use in different contexts. Only two of these names can be controlled by the
user:

e Instance name — a unique, immutable ID that is generated by CloudStack and can not be modified by the user. This name
conforms to the requirements in IETF RFC 1123.

e Display name — the name displayed in the CloudStack web Ul. Can be set by the user. Defaults to instance name.
e Name — host name that the DHCP server assigns to the VM. Can be set by the user. Defaults to instance name.

Guests can be configured to be Highly Available (HA). An HA-enabled guest is monitored by the system. If the system detects that
the guest is down, it will attempt to restart the guest, possibly on a different Host.

The CloudStack platform cannot distinguish a guest VM that was shut down by the user (E.g. Via the “shutdown” command in Linux)
from a VM that exited unexpectedly. If an HA-enabled guest is shut down inside the VM, the CloudStack platform will restart it. The
user must go through the CloudStack Ul or APl to shut down an HA-enabled guest.

1.8 Manageability

The system provides alerts and events to help with the management of the cloud. Alerts are notices to an administrator, generally
delivered by e-mail, notifying the administrator that an error has occurred in the cloud. Alert behavior is configurable.

Events track all of the user and administrator actions in the cloud. For example, every guest VM start creates an associated event.
Events are stored in the Management Server’s database.

The CloudStack platform allows administrators to place a Host into maintenance mode. When maintenance mode is activated the
node is first removed from the pool of nodes available to receive new guest VMs. Then, the guest VMs currently running on the
node are seamlessly migrated to another Host not in maintenance mode. This migration uses live migration technology and does not
interrupt the execution of the guest. See "Scheduled Maintenance and Maintenance Mode" on page 61.

Host and guest performance monitoring is available to end users and administrators. This allows the user to monitor their utilization
of resources and determine when it is appropriate to choose a more powerful service offering or larger disk.

1.9 API and Extensibility

The CloudStack platform end user and administrator web interfaces are built on the same HTTP query interface that is available for
integration. This simple interface enables the creation of command line tools and new user interfaces to suit particular needs.

March 22, 2012 © 2011, 2012 Citrix Systems, Inc. All rights reserved. 13



L

CloudStack 2.2.4 — 2.2.7 Administration Guide

The CloudStack platform pluggable allocation architecture allows the creation of new types of allocators for the selection of storage
and Hosts.

1.10 Scalability and Availability

The CloudStack platform has been designed to support tens of thousands of Hosts located in multiple data centers. Administrators
define a Pod as the unit of scale. Typically a Pod would be a rack of hardware. Scaling out the cloud becomes the process of adding
new Pods and provisioning the added resources with the Management Server.

The CloudStack platform has a number of features to increase the availability of the system. The Management Server itself may be
deployed in a farm where the servers are load balanced. MySQL may be configured to use replication to provide for a manual
failover in the event of database loss. For the Hosts, the CloudStack platform supports NIC bonding and the use of separate networks
for storage as well as iSCSI Multipath.
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2 Selecting Hardware and Software

The CloudStack platform has been designed to support a wide variety of hardware for Hosts, storage, and network devices. The
following sections describe the requirements and in some cases provide statements on models that have been certified.

2.1 Hosts

For 64-bit x86 machines with processors supporting either AMD-V or Intel VT virtualization, extensions are required.

VMware provides a hardware compatibility list for vSphere at http://www.vmware.com/resources/compatibility/search.php for

those customers using VMware vSphere as their hypervisor.

Citrix provides a hardware compatibility list for XenServer at http://hcl.xensource.com/,for those customers using the Citrix

XenServer as their hypervisor.

RedHat provides a hardware compatibility list for RHEL at https://hardware.redhat.com/; however, it does not appear possible to do

a search to constrain results to hardware that supports KVM.

Each machine should have at minimum 36 GB local disk storage and one or more Gigabit Ethernet (GbE) cards. We recommend 10
Gbps cards for best performance.

The CloudStack platform automatically detects the amount of CPU and memory resources provided by the Hosts.
2.2 Management Servers

The Management Server requires a 64-bit version of Linux. RHEL/CentOS 5.3 and later (including RHEL6) are supported. For the
Community Edition, Ubuntu 10.04 and Fedora 14 are supported. The Management Server may be placed on a virtual machine.

A load balancer may be used to load balance traffic from the web and connections from the Hosts.
2.3 Storage

The CloudStack platform is designed to work with all standards-compliant iSCSI and NFS servers that are supported by the underlying
hypervisor, including, for example:

e Dell EqualLogic™ for iSCSI
e Network Appliances filers for NFS and iSCSI

e Scale Computing for NFS
2.4 Network

The CloudStack platform is designed to work with all standards-compliant layer-2 and layer-3 network switches, including, for
example:

e  (Cisco™ 3750-E or compatible Gigabit Ethernet switch

o Dell™ 6224 Gigabit Ethernet switch
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2.5 Hypervisor Support

VMware vSphere 4.1, Citrix XenServer 5.6, Citrix XenServer 5.6 FP1 and RHEL 6 are supported on the Hosts for the commercial
version of the CloudStack. The Community Edition additionally supports Ubuntu 10.04, RHEL/CentOS 5.5, and Fedora 14.

2.6 Guest OS and Software Support

The CloudStack platform works with all operating systems supported by the underlying hypervisor.
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3 Planning a Deployment
3.1 Management Server Farm

The CloudStack Management Server is deployed on one or more front-end servers connected to a single MySQL database. Optionally
a pair of hardware load balancers distributes requests from the web. A backup management server set may be deployed using
MySQL replication at a remote site to add DR capabilities.

User web/API Mgmt Server

—>|

interface Hardware Load

Balancer
Admin web/API

interface Mgmt Server Primary
MySQL DB
Hardware Load
—> Balancer

Connections from
Hosts

Mgmt Server

Backup
MySQL DB

The administrator must decide the following.

e  Whether or not load balancers will be used

e How many Management Servers will be deployed

e If MySQL replication will be deployed to enable disaster recovery.
3.2 Scaling Concepts
3.2.1 Hosts

Hosts are the basic physical scaling block of the CloudStack platform. Additional Hosts can be added at any time to provide more
capacity for guest VMs.

Hosts are not visible to the end user. An end user cannot determine which Host their guest has been assigned to.
3.2.2 Clusters

Clusters are the second level of physical scaling in the CloudStack platform. A Cluster is a collection of Hosts that have access to
shared Primary Storage and are of the same hypervisor type. Nodes in the same Cluster can live migrate instances to and from each
other. Clusters are not visible to the end user. Size of the cluster is limited by the underlying hypervisor, although the CloudStack
recommends less in most cases; see the Best Practices section in the Installation Guide.
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Every VMware cluster is managed by a vCenter server. Administrator must register the vCenter server with CloudStack. There may
be multiple vCenter servers per zone. Each vCenter server may manage multiple VMware clusters.

Hosts that are in the same Cluster are in the same subnet.

Clusters are still required for deployments that use local storage. There is just one Host per Cluster.
3.2.3 Pods

Pods are the third level of physical scaling in the CloudStack platform.

With shared Primary Storage a Pod is a collection of clusters. It may be exactly one Cluster establishing a 1:1 mapping between
Cluster and Pod. Multiple Clusters per Pod are supported; currently CloudStack has been tested with up to two Clusters per Pod.

With local storage a Pod is a collection of Hosts. There are no practical limits to the number of Hosts in a Pod.
The Management Server is used to add and remove Hosts and primary storage from Clusters and Pods.

A Pod is frequently mapped to a single rack with a layer-2 switch. Hosts in the same Pod are in the same subnet.
Pods are not visible to the end user.

3.2.4 Availability Zones

Availability Zones are the fourth level of physical scaling in the CloudStack platform. An Availability Zone is a collection of Pods and
secondary storage. An Availability Zone will include one or more layer-3 switches. The Availability Zone implies some form of
physical isolation and redundancy (E.g. Separate power supply and network uplink) from other Availability Zones. It does not
necessarily mean geographic distribution, and there may be one or more Availability Zones in a data center.

Availability Zones are visible to the end user. They must select an Availability Zone for their guest when started. They may also be
required to copy their private templates to additional Availability Zones to enable creation of guest VMs in those zones from their
templates.

Availability Zones may be public or private. Public availability zones are visible to all users. This means that any user may create a
guest in that Zone. Private Availability Zones are reserved for a specific domain. Only users in that domain or its subdomains may
create guests in that Zone.

Hosts in the same Availability Zone are directly accessible to each other without having to go through a firewall. Nodes in different
Availability Zones can access each other through statically configured VPN tunnels.

The administrator must decide the following.
e How many Hosts to place in a Pod.
e How many primary storage servers to place in a Pod and total capacity for the storage servers.
e How many Pods to place in an Availability Zone.
e How many Clusters to have per Pod

e How much secondary storage to deploy in an Availability Zone.
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3.3 Multi-Site Deployment

The CloudStack platform scales well into multiple sites through the use of Availability Zones. Figure 2 is an example of a multi-site
deployment.

MysQL ;
Replication Secondary
Management
Primary / peeer
Management
Availability N

Zone 1

Data Center 1

Availability

Zone 2

Data Center 5

Availability
Zone 4

Availability
Zone 5 Availability

Data Center 3 Zone 3

Data Center 4

Figure 2 Example of a Multi-Site Deployment

Data Center 1 houses the primary Management Server as well as Availability Zone 1. The MySQL database is replicated in real time
to the secondary Management Server installation in Data Center 2.
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4 Defining Your Service Offering

The service offering defines the virtual hardware that the end users will be able to choose from. This includes CPU core count and
speed, memory, and disk size. Here is an example of a service offering:

A virtual machine instance that is equivalent to a 1 GHz Intel® Core™ 2 CPU, with 1 GB memory at $0.20/hour. Network traffic
metered at $0.10/GB.

The users expect that a service offering includes the following elements:
e CPU, memory, and network resource guarantees.
e How resources are metered.
e How the resource usage is charged.
e How often the charges are generated.

The CloudStack platform allows the administrator to configure the resource guarantee. It then emits usage records that the
administrator can integrate with their billing system.

Service offerings cannot be changed once created.
A service offering that is no longer in use by any virtual machines can be permanently deleted.

A service offering that is still in use can be deleted by the administrator. However it will remain in the database until all the virtual
machines referencing it have been deleted. After deletion by the administrator, a service offering will not be available to end users
that are creating new instances.

The CloudStack platform separates service offerings into computing service offerings and storage service offerings. The computing
service offering specifies:

e  Guest CPU
e  Guest RAM
e  Guest Networking type (virtual or direct)
e Tags on the root disk
The disk offering specifies:
o Disk size (optional). An offering without a disk size will allow users to pick their own.

e Tags on the data disk
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5 Understanding Network Types and Network Virtualization
In the CloudStack platform there are several types of networks, some real and some virtual. These include:

e Guest Network. The virtual network that the guest virtual machines connect to. It provides the isolation discussed
previously.

e Private Network. The physical network that carries guest-guest traffic between Hosts when virtual networking is used.

e  Public Network. The physical network that provides the guests with access to the Internet. This network also carries guest-
guest traffic when Direct Attached networking is used.

e Management Network. The physical network that provides the link between the Management Servers, hypervisors, and
storage devices.

e Storage Network. An optional physical network that provides the link between the hypervisors and storage devices.

There need not be a physical separation between these network types. For example, the CloudStack platform can run successfully on
a single node installation that has a single NIC. Further, in all cases the private network and the management network are the same
network.

Optionally, with the Enterprise and Service Provider Edition, a NIC may be dedicated to the public network. This can be used to
isolate the public network traffic from the private n[etwork.

Optionally, a NIC may be dedicated to a separate Storage Network. This can be used to isolate storage traffic from other types of
traffic. For example, a 1 Gbps NIC could be used for the private network while a 10 Gbps NIC is used for storage access.

See the Install Guide for instructions on procedures for these configurations.

Network virtualization is the process of creating a network for use by guest virtual machines. This virtual network has the
characteristics of a LAN from the viewpoint of the guests. The resources used to create the virtual network may come from many
sources and may rely on software-based components to a greater extent than is common in physical networks.

5.1 Guest Network

Each account that has a guest with a virtual network Service Offering is assigned a virtual network in its Availability Zone. A guest
virtual network can be configured to any private address space. This document uses a Class A network in 10.0.0.0/8 private address
space for its examples. The guest virtual network is an overlay network on top of the private network and is managed by the
CloudStack platform.

A guest virtual network is valid within only one Availability Zone. Therefore virtual machines in different Availability Zones cannot
communicate with each other using their IP addresses in the guest virtual network. Virtual machines in different Availability Zones
must communicate with each other by routing through a public IP address.

Figure 1 illustrates a typical guest virtual network setup.
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Figure 1 Guest Virtual Network Setup
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The Management Server automatically creates a Virtual Router for each guest virtual network. A virtual router is a special virtual

machine that runs on the Hosts. Each virtual router has three network interfaces. Its eth0 interface serves as the gateway for the

guest virtual network and has the IP address of 10.1.1.1. Its eth1 interface resides on the link-local network and is used by the
system to configure the virtual router. Its eth2 interface is assigned a public IP address on the public network.

The virtual router provides DHCP and will automatically assign an IP address for each guest VM in the 10.0.0.0/8 network. The user

can manually reconfigure guest VMs to assume different IP addresses.

Source NAT is automatically configured in the virtual router to forward outbound traffic for all guest VMs.

5.2 Network Virtualization within One Pod

Figure 2 illustrates network setup within a single Pod. The Hosts are connected to a Pod-level switch. At a minimum the Hosts should

have one physical uplink to each switch. Bonded NICs are supported as well. The Pod-level switch is a pair of redundant gigabit

switches with 10 G uplinks.
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Figure 2 Network Setup within a Single Pod — Logical View

Servers are connected to the private/management and public networks as follows:

e Storage devices are connected to only the private/management network.

e Hosts are connected to both the management network and the public network.

e The Hosts are connected to one or more guest networks.

Storage
Device 1

Storage

Device 2

We recommend the use of multiple physical Ethernet cards to implement each network interface as well as redundant switch fabric

in order to maximize throughput and improve reliability.

5.3 Network Virtualization within One Availability Zone

Figure 3 illustrates the network setup within a single Availability Zone.
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Figure 3 Network Setup within a Single Availability Zone
The private/management network carries traffic in the guest virtual networks.
A firewall for the private/management network operates in the NAT mode. The private/management network typically is assigned IP

addresses in the 192.168.0.0/16 Class B private address space. Each Pod is assigned IP addresses in the 192.168.*.0/24 Class C
private address space.
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Each Availability Zone has its own set of public IP addresses. Public IP addresses from different Availability Zones do not overlap.

The private/management network addresses must be unique across the cloud. You cannot, for example, have a Host in one
Availability Zone which has the same private IP address as a Host in another Availability Zone.

5.4 Network Virtualization

Network virtualization uses tagged VLANs to provide isolation between guest virtual networks. With network virtualization there are
three types of VLANSs that are present within every Availability Zone.

e The Private/Management VLAN. This is for the private/management network as defined above.
e The Public VLANs. These are for the public network as defined above.
e The Zone VLANSs. There is one tagged VLAN per guest virtual network with active instances in a Zone..

There are 4094 available VLANs according to the 802.1q standard. The administrator should determine a segmentation of the VLAN
namespace that matches their requirements. Here is an example of such a segmentation:

VLAN IDs Use

<100 Reserved for administrative purposes
100-199 Public VLANs

200-499 Untagged Private/Management VLANs
500-1999 Zone VLANs

>2000 Reserved for future use

5.5 Private Address Allocation

The CloudStack platform allocates a private IP address to each system VM that is not a virtual router. Virtual routers only
communicate with the hypervisor and use link-local IP addresses. The administrator is responsible for allocating private IP addresses
to the hypervisors. The administrator configures the CloudStack platform with the range of IP addresses available for private IP
address allocation.

5.6 Public Address Allocation

Each virtual router is assigned at least one public IP addresses. The user may request additional public IP addresses.

The administrator configures the available public IP address pools on a per-Availability Zone basis. Distinct public IP ranges can be
added as separate VLANs incrementally. Each public IP range can be used by any Pod inside the same Availability Zone.
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5.7 External Network Elements

The CloudStack is capable of replacing the Virtual Router with an external Juniper SRX device and an external F5 load balancer for
gateway and load balancing services. This is available only when virtual networking is in use. In this case the VMs in virtual
networking and direct tagged networking use the SRX as their gateway.

5.7.1 Initial Setup

When the first VM is created for a new account the CloudStack programs these network elements to work with the VM. This initial
setup is performed as part of creating the virtual network for the user. It is done once.

The following objects are created on the firewall:

e A new logical interface to connect to the account's private VLAN. The interface IP is always the first IP of the account's
private subnet (e.g. 10.1.1.1).

e Asource NAT rule that forwards all outgoing traffic from the account's private VLAN to the public Internet, using the
account's public IP address as the source address.

o Afirewall filter counter that measures the number of bytes of outgoing traffic for the account.
The following objects are created on the load balancer:

e A new VLAN that matches the account's provisioned Zone VLAN.

e Aself IP for the VLAN. This is always the second IP of the account's private subnet (e.g. 10.1.1.2).

5.7.2 Additional Configuration

Additional user actions (e.g. setting a port forward) will cause further programming of the firewall and load balancer. A user may
request additional public IP addresses and forward traffic received at these IPs to specific VMs. This is accomplished by enabling
static NAT for a public IP address, assigning the IP to a VM, and specifying a set of protocols and port ranges to open. When a static
NAT rule is created, CloudStack programs the Zone's external firewall with the following objects:

e  Astatic NAT rule that maps the public IP address to the private IP address of a VM.
e Asecurity policy that allows traffic within the set of protocols and port ranges that are specified.
o Afirewall filter counter that measures the number of bytes of incoming traffic to the public IP.

A user may also create load balancing rules that balance traffic received at a public IP to one or more VMs. When a user creates a
rule, specifies an algorithm, and assigns the rule to a set of VMs, CloudStack programs the zone's external load balancer with the
following objects:

e Avirtual server that listens for traffic at the specified public IP and measures the number of incoming and outgoing bytes.
e Aload balancing pool that redirects traffic to VMs with the specified algorithm.

e  Pool members and nodes for each VM that the rule is assigned to.

The number of incoming and outgoing bytes through source NAT, static NAT, and load balancing rules is measured and saved on
each external element. This data is collected on a regular basis and stored in the CloudStack database.
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6 Network Virtualization Features

The CloudStack platform provides network virtualization. Network virtualization allows the guests to communicate with each other
using shared infrastructure with the security and user perception that the guests have a private LAN.

The virtual router is the linchpin of the networking features. The Management Server programs the Virtual Router over the
management network. The Virtual Router is then able to implement the following features for the guest network.

6.1 Guest Virtual Networks

The IP ranges of the guest virtual networks are set on a per-account basis by the user. This allows the users to configure their
network in a fashion that will enable VPN linking between their guest network and their clients.

6.2 IP Forwarding and Firewalling

By default all incoming traffic to the public IP address is rejected. All outgoing traffic from the guests is translated via NAT to the
public IP address and is allowed. Users may enable port forwarding for specific public IP addresses, public port to guest IP addresses
and guest port.

6.3 IP Load Balancing

The user may choose to associate the same public IP for multiple guests. The system implements a TCP-level load balancer with the
following policies.

e Round-robin
e Least connection
e Source IP

This is similar to port forwarding but the destination may be multiple IP addresses.

6.4 Port Forwarding

A port forward service is a set of port forwarding rules that define a policy. A port forward service is then applied to one or more
guest VMs. The guest VM then has its inbound network access managed according to the policy defined by the port forwarding

service.
A guest VM can be in any number of port forward services.

Port forward services can be defined but have no members.

6.5 DNS and DHCP

The Virtual Router provides DNS and DHCP services to the guests. It proxies DNS requests to the DNS server configured on the
Availability Zone.
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6.6 VPN

CloudStack provides a L2TP-based VPN service to guest virtual networks. Clients native to Windows and Mac OS X may be used to
connect to the guest network. The user is responsible for creating and managing users for their VPN. The CloudStack does not allow
its authentication database to be used for this purpose.

Users need to make sure that not all traffic goes through the VPN. That is, the route installed by the VPN should be only for the
guest network and not for all traffic.

6.6.1 Mac OS X

In Mac OS X, in Connect Menu -> Options the user should make sure that the checkbox "Send all traffic over VPN connection" is not
checked.

6.6.2 Windows

The procedure to effect this varies by Windows version. Generally the user will need to edit the VPN properties and make sure that
the default route is not the VPN.

6.7 Working with Additional Networks

In Advanced Networking Zones the CloudStack allows additional networks to be provisioned. Additional networks are always Direct
Tagged networks. These networks are associated with a VLAN and subnet parameters such as Gateway, Netmask, and IP Range.
The IP range is the set of IPs that the CloudStack will manage and assign to guests in this network. The IP range can be either public
IP addresses or RFC 1918 addresses.

Additional networks may be added at any time to the CloudStack after the initial installation.

A VM's networks are defined at VM creation time. A VM cannot add or remove networks after it has been created, although the
user can go into the guest and remove the IP address from the NIC on a particular network.

6.7.1 Network Scope

Additional networks can either be available to all accounts or be assigned to a specific account. Networks that are available to all
accounts are Zone-wide. Any user with access to the Zone can create a VM with access to that network. These Zone-wide networks
provide little or no isolation between guests.

Networks that are assigned to a specific account provide strong isolation.
6.7.2 Default and Non-default Networks

Networks can be Default networks or non-default networks. VMs have exactly one Default network. The virtual router's DHCP reply
will set the guest's default gateway as that for the default network.

Multiple non-default networks may be added to a guest in addition to the single, required default network.

The administrator controls which networks are available as the default network. The CloudStack has a default virtual network
offering that determines the user availability of a virtual network. The virtual network may be specified as required, optional, or
unavailable. If required, the user must choose the virtual network as the default network for the guest. If optional, the user may
choose the virtual network as the default network, but may also choose a direct tagged network as the default network. If
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unavailable then the user will not have the virtual network available to them, and they must choose a direct tagged network as their
default network.

To set the availability of the virtual network you should edit the "DefaultVirtualizedNetwork" Network Offering. Choose
Configuration -> Network Offering -> DefaultVirtualizedNetwork. Then choose edit in the Actions drop down. Set the availability
field to your choice.

The additional direct tagged networks you choose to add must be classified as either default or non-default.

6.7.3 Adding an Additional Network

To add a new network to the CloudStack, go to System -> Physical Resources -> { target zone} -> Network. Then click on “Add
Network” in the top menu bar. You will see this dialog:

Add Network

Add a new network for zone: San Jose 1

| NetworkName:  [acme-Privats |
| Network Desc: |Acme-Private |
| IsDefaut? [No (x|
| WLAN: | tagged EI
VLAN ID: |66 |

I. Scope: | account-specific EI
| Domain: [RooOT E3|
Account: |a Cme |

| Gateway: [172.16.66.1 |
| Netmask: [255 255 255, |
[172.16.66.2 | - |72.16.66.254|

| IPRange:

This dialog requires the following information:

e Network Name. The name of the network. This will be user-visible.

e Network Desc: The description of the network. This will be user-visible.
e Is Default?: Choose yes if it is a default network, choose no if not.

e VLAN: This is always tagged.

e VLAN ID: The VLAN tag for this network.

e Scope: Choose account-specific if you would like to limit a single account to accessing this VLAN. Choose zone-
wide if all accounts with access to the Zone should be able to access the network.

e Domain/Account: Enter the domain and account name for the account, if account-specific was chosen for scope.
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e  Gateway: Enter the gateway for this network.
e Netmask: Enter the netmask for this network.

e IP Range: Enter the first and last IP addresses that define a range that the CloudStack can assign to guests.

With this information entered click "Add". The network will now be available to newly created guests.
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7 Storage Features and Types

The CloudStack platform defines two types of storage: primary and secondary. Primary storage can be accessed by either iSCSI or
NFS. Additionally, direct attached storage may be used for primary storage. Secondary storage is always accessed using NFS.

A site’s policies and administrative preferences combined with the advantages and disadvantages of each access protocol should be
considered in deciding between NFS, iSCSI, and direct attached storage for primary storage.

In contrast to some other cloud offerings, there is no ephemeral storage in the CloudStack platform. All volumes on all nodes are
persistent.

7.1 Primary Storage

Primary Storage is used for storing the guest VM root disks as well as additional data disk volumes. Shared primary storage (all types
except local storage) is registered with the Cluster of Hosts. Root volumes are created automatically when a virtual machine is
created. Root volumes are deleted when the VM is destroyed. Data volumes can be created and dynamically attached to VMs. Data
volumes are not deleted when VMs are destroyed.

The speed of primary storage will impact guest performance. If possible administrators should choose smaller, higher RPM drives for
primary storage.

Primary Storage can be added at any time via the administrator Ul. Administrators should monitor the capacity of primary storage
devices and add additional primary storage as needed. Please see the installation guide for instructions to add primary storage to a
cluster.

Administrators add primary storage to the system by creating a CloudStack storage pool. Each storage pool is associated with a
cluster. The following table discusses storage options and parameters for different hypervisors.

VMware vSphere Citrix XenServer KVM

Format for Disks, Templates, | VMDK VHD QCow?2

and Snapshots

iSCSI support VMFS Clustered LVM Yes, via Shared
Mountpoint

Fiber Channel support VMFS Yes, via Existing SR Yes, via Shared
Mountpoint

NFS support Y Y Y

Local storage support Y Y N

Storage over-provisioning NFS and iSCSI NFS NFS

March 22, 2012 © 2011, 2012 Citrix Systems, Inc. All rights reserved. 31



3

CloudStack 2.2.4 — 2.2.7 Administration Guide

XenServer uses a clustered LVM system to store VM images on iSCSI and Fiber Channel volumes and does not support over-
provisioning in the hypervisor. The storage server itself, however, can support thin-provisioning. As a result the CloudStack can still
support storage over-provisioning by running on thin-provisioned storage volumes.

vSphere uses VMFS to store VM images on iSCSI and Fiber Channel volumes and does not support over-provisioning in the
hypervisor. The storage server itself, however, can support thin-provisioning. As a result the CloudStack can still support storage
over-provisioning by running on thin-provisioned storage volumes.

KVM supports "Shared Mountpoint" storage. A shared mountpoint is a file system path local to each server in a given Cluster. The
path must be the same across all Hosts in the cluster, for example /mnt/primaryl. This shared mountpoint is assumed to be a
clustered filesystem such as OCFS2. In this case the CloudStack does not attempt to mount or unmount the storage as is done with
NFS. The CloudStack requires that the administrator insure that the storage is available.

With NFS storage the CloudStack manages the overprovisioning. In this case the global configuration parameter
storage.overprovisioning.factor controls the degree of overprovisioning. This is independent of hypervisor type.

Local storage is an option for primary storage for vSphere and XenServer. When the local disk option is enabled, a local disk storage
pool is automatically created on each host. To use local storage for the System Virtual Machines (E.g. the Virtual Router), set
system.vm.use.local.storage to true in global configuration.

The CloudStack supports multiple Primary Storage pools in a Cluster. For example, you could provision 2 NFS servers in primary
storage. Or you could provision 1 iSCSI LUN initially and then add a second iSCSI LUN when the first approaches capacity.

7.1.1 Tags

Storage may be "tagged". A tagis a text string attribute associated with Primary Storage, a Disk Offering, or a Service Offering. Tags
allow administrators to provide additional information about the storage. For example, that is a "SSD" or it is "slow". Tags are not
interpreted by the CloudStack. They are matched against tags placed on service and disk offerings. CloudStack requires all tags on
service and disk offerings to exist on the primary storage before it allocates root or data disks on the primary storage. Service and
disk offering tags are used to identify the requirements of the storage that those offerings have. For example, the high end service
offering may require "fast" for its root disk volume.

The interaction between tags, allocation, and volume copying across Clusters and Pods can be complex. To simplify the situation, use
the same set of tags on the Primary Storage for all Clusters in a Pod. Even if different devices are used to present those tags, the set
of exposed tags can be the same.

7.1.2 Maintenance Mode

Primary storage may be placed into maintenance mode. This is useful, for example, to replace faulty RAM in a storage device.
Maintenance mode for a storage device will first stop any new guests from being provisioned on the storage device. Then it will stop
all guests that have any volume on that storage device. When all such guests are stopped the storage device is in maintenance
mode and may be shut down. When the storage device is online again you may cancel maintenance mode for the device. The
CloudStack will bring the device back online and attempt to start all guests that were running at the time of the entry into
maintenance mode.
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7.2 Secondary Storage

Secondary Storage is used for storing templates, saved snapshots of guest VMs, and I1SO images. The secondary storage has a high
read:write ratio and is expected to consist of larger drives with lower IOPS than the primary store. The secondary storage device
must be located in the same Availability Zone as the guest VMs it serves. The secondary storage device must serve NFS.

There must be exactly one secondary storage device per Availability Zone.

The Secondary Storage server must be available to all Hosts in the Zone. Additionally, the Secondary Storage VM mounts and writes

to Secondary Storage.

Submissions to secondary storage go through the Secondary Storage VM. The Secondary Storage VM can retrieve templates and ISO

images from URLs using a variety of protocols.

7.3 Changing the Secondary Storage IP Address

You can change the Secondary Storage IP address after it has been provisioned. After changing the IP address on the host, login to
your management server and execute:

# mysql
mysgl> use cloud;

mysqgl> select id from host where type = 'SecondaryStorage';
mysqgl> update host details set value = 'nfs://192.168.160.20/export/mike-ssl’
where host id = # and name = 'orig.url';

- replace # with the id of the secondary server

mysqgl> update host set name
= 'SecondaryStorage';

'nfs://192.168.160.20/export/mike-ssl' where type

mysgl> update host set url = 'nfs://192.168.160.20/export/mike-ssl' where type

= 'SecondaryStorage';

mysql> update host set guid = 'nfs://192.168.160.20/export/mike-ssl' where type
= 'SecondaryStorage';

In the above example, change the URL to use the appropriate IP address and path for your server. Then login to the cloud console Ul

and stop and start (not reboot) the Secondary Storage VM for that Zone.
7.4 Changing Secondary Storage Servers

You can change the Secondary Storage NFS mount. Perform the following steps to do so:

1. Stop all running Management Servers
2.  Wait 30 minutes. This allows any writes to secondary storage to complete.

3. Copy all files from the old secondary storage mount to the new.
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4. Use the procedure above to change the IP address for Secondary Storage if required.

5. Start the Management Server(s).
7.5 Working with Volumes

A volume provides storage to a guest VM. The volume can provide for a root disk or an additional data disk. The CloudStack
platform supports additional volumes for guest VMs.

Volumes are created for a specific hypervisor type. A volume that has been attached to guest using one hypervisor type (e.g,
XenServer) may not be attached to a guest that is using another hypervisor type (e.g. vSphere, KVM). This is because the different
hypervisors use different disk image formats.

The creation of data disk volumes is deferred until they are first attached to a guest. The creation of a data disk volume will create
an entry in the CloudStack database, but no physical operation is performed on any storage device. This optimization allows the
CloudStack to provision the volume nearest to the guest that will use it when the first attachment is made.

7.5.1 Moving Volumes

Volumes may be detached from a guest and attached to another guest. If the two guests are in the same Cluster, this is
straightforward. If the two guests are in different Clusters, the volume will first be copied to secondary storage and then copied
from secondary storage to the destination cluster. For a large volume, this may take several minutes.

7.5.2 Resizing Volumes

CloudStack does not provide the ability to resize root disks or data disks; the disk size is fixed based on the template used to create
the VM. However, the tool VHD Resizer (http://vmtoolkit.com/files/folders/converters/entry87.aspx), while not officially supported
by Cloud.com or Citrix, might provide a workaround. To increase disk size with VHD Resizer:

Get the VHD from the secondary storage.

Import it into VHD Resizer.

Resize the VHD.

Upload the new VHD.

Create a new VM.

o uv kW N R

On a Linux guest, extend the file system to reflect the new disk size. Manually resize your partitions using the operating
system's utilities. For example, use resize2fs or use LVM utilities to add partition space.

7. Take a snapshot, then create a new template from that snapshot.

For more information, see How to Resize a Provisioning Server 5 Virtual Disk at the Citrix Knowledge Center
(http://support.citrix.com/article/CTX118608).

7.5.3 Volume Deletion and Garbage Collection
The deletion of a volume does not delete the snapshots that have been created from the volume.

When a VM is destroyed, data disk volumes that are attached to the VM are not deleted.
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Volumes are permanently destroyed using a garbage collection process. The global configuration variables expunge.delay and
expunge.interval determine when the physical deletion of volumes will occur.

e expunge.delay: determines how old the volume must be before it is destroyed, in seconds
e expunge.interval: determines how often to run the garbage collection check

Administrators should adjust these values depending on site policies around data retention.
7.6 Working with ISO Images

The CloudStack platform supports ISOs and their attachment to guest VMs. An ISO is a read-only file that has an ISO/CD-ROM style
file system. Users can upload their own ISOs and mount them on their guest VMs.

ISOs are uploaded based on a URL. HTTP is the supported protocol. Once the ISO is available via HTTP specify an upload URL such as
http://my.web.server/filename.iso.

ISOs may be public or private, like templates.

ISOs are not hypervisor-specific. That is, a guest on vSphere can mount the exact same image that a guest on KVM can mount.
7.7 Working with Blank VMs

Users can create blank virtual machines. A blank virtual machine is a virtual machine without an OS template. Users can attach an
ISO file and install the OS from the CD/DVD-ROM.

7.8 Working with Templates

A template is a virtual disk image that can be used to instantiate a new virtual machine. Templates may be of a variety of operating
systems as described later in this document. The administrator and the template creator (the end user) can set different levels of
access control on templates.

When templates are deleted, the VMs instantiated from them will continue to run. However, new VMs cannot be created based on
the deleted template.

Templates are hypervisor specific. That is, a given template will be associated with a particular hypervisor type. The hypervisor type
must be specified on template upload.

7.8.1 The Default Template

The CloudStack platform includes a CentOS template. This template is downloaded by the Secondary Storage VM after the primary
and secondary storage are configured. You can use this template in your production deployment or you can delete it and use custom
templates.

The root password for the default template is "password".

A default template is provided for each of XenServer, KVM, and vSphere. The templates that are downloaded depend on the
hypervisor type that is available in your cloud. Each template is approximately 2.5 GB physical size.

The default template includes the standard iptables rules, which will block most access to the template excluding ssh.
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# iptables --list

Chain INPUT (policy ACCEPT)
target prot opt source
RH-Firewall-1-INPUT all --

Chain FORWARD
prot opt source
all --

target
RH-Firewall-1-INPUT

Chain OUTPUT (policy ACCEPT)

target prot opt source

Chain RH-Firewall-1-INPUT (2

target prot opt source

ACCEPT all -- anywhere
ACCEPT icmp -- anywhere
ACCEPT esp -- anywhere
ACCEPT ah -— anywhere
ACCEPT udp -- anywhere
ACCEPT udp -- anywhere
ACCEPT tcp -- anywhere
ACCEPT all -- anywhere
ACCEPT tcp -- anywhere
REJECT all -- anywhere

7.8.2 Creating Templates

(policy ACCEPT)

.ﬁ‘&_.

cloud.

destination
anywhere anywhere
destination
anywhere anywhere
destination
references)
destination
anywhere
anywhere icmp any
anywhere
anywhere
224.0.0.251 udp dpt:mdns
anywhere udp dpt:ipp
anywhere tcp dpt:ipp
anywhere state RELATED, ESTABLISHED
anywhere state NEW tcp dpt:ssh
anywhere reject-with icmp-host-prohibited

Templates can be created from either volumes or ISO images. The procedure to create a template from a volume is available in the

web Ul.

The procedure to create a template from an ISO image is as follows:

1. Loginto the Ul as either an end user or administrator.

2. Click on the Templates tab, and go to the ISO section.

3. Click Add ISO in the top menu bar.

Add IS0 x
Name: [centos 5.5 64 bi |
Display Text: [cent0s 5.5 64 bit
URL: |hﬂ|:::a}'centus.org;centusEE.isn |
Zone: |AIIZnnE3 EI
0S Type: [ Cent0s &.5 (84-bit) [=]
Bootable: | Yes EI
Public?: [es (=]
Featured?: [ Mo [=]
| |
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You must provide:
e Name. Short name for the ISO image. (E.g. Ubuntu 9.10)
o Display Text. Description of the ISO image. (E.g. Ubuntu 9.10 Desktop i386 32 bit)

e URL. The URL that hosts the ISO image. The Management Server must be able to access this location via HTTP. If
needed you can place the ISO image directly on the Management Server.

e Zone: The Zone for the ISO to be available in.

e 0OS Type: Select the OS type of the ISO image. Choose other if the OS Type of the ISO is not listed or if the ISO is not
bootable.

e Bootable: Whether or not a guest could boot off this ISO image. For example, a CentOS ISO is bootable, a Microsoft
Office ISO is not bootable.

e  Public: Choose Yes if this ISO should be available to other users.

e Featured: Choose Yes if you would like this ISO to be more prominent for users to select. Only administrators may
make 1SOs featured.

4. Click Create.

The Management Server will download the ISO. Depending on the size of the ISO, this may take a long time. The ISO status
column will display Ready once it has been successfully downloaded into the secondary storage. Clicking Refresh updates
the download percentage.

Important: Do not continue to the next step until the ISO has finished downloading.
5. Go to the Instance section, My Instances and click on Add Instance. In the wizard, click ISO Boot and select the ISO file. A
VM will be created and booted from that ISO file.

6. Make any desired configuration changes on the running VM and then stop it.

7. Once stopped, in the Instances section, find the VM. Select it and click on the Volumes tab. Find the root disk volume and
in the Actions drop down menu select "Take Snapshot". This will create a snapshot from the volume that will be the basis
for the template. Wait for the "Taking Snapshot" procedure to complete before proceeding to step 8.

8. Find the snapshot you have taken in the Storage -> Snapshots section. Select it and in the Actions dropdown for it choose
"Create Template".

The new template will be visible in the Templates section when the template creation process has been completed. The template is
then available when creating a new VM.

7.8.3 Uploading Templates

Templates are uploaded based on a URL. HTTP is the supported access protocol. The Management Server will download the file from
the specified URL, such as http://my.web.server/filename.vhd.gz.

The operating system type should be provided when uploading a template. This helps the CloudStack platform and hypervisor
perform certain operations and make assumptions that improve the performance of the guest. If the operating system present on
the template is not available you should select Other.
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Note: Generally you should not choose an older version of the OS that you have. For example, choosing CentOS 5.3 to support a
CentOS 5.4 image will in general not work. In those cases you should choose Other.

“Password Enabled” refers to whether or not your template has the CloudStack platform password change script installed. This was
discussed previously.

Templates are frequently large files. You can optionally gzip them to decrease upload times.

If you are uploading a template that was created using vSphere Client, be sure the OVA file does not contain an ISO. If it does, the
deployment of VMs from the template will fail.

7.8.4 Extracting Templates

End users and Administrators may extract templates from the CloudStack. Navigate to the template in the Ul and choose the
Download function from the Actions menu.

7.8.5 Public Templates

Public templates are available to all users in all accounts. All users can create virtual machines from these templates.
When a user publishes a template as “public”, the template is available to all users in all domains.

7.8.6 Private Templates

Private templates are only available to the user who created them. By default an uploaded template is private.

Users can create virtual machines from their collection of private templates the same way they create virtual machines from public
templates.

7.8.7 Deleting Templates

Templates may be deleted. In general, when a template spans multiple Zones, only the copy that is selected for deletion will be
deleted; the same template in other Zones will not be deleted. The provided CentOS template is an exception to this. If the
provided CentOS template is deleted it will be deleted from all Zones.

7.8.8 Running Sysprep for Windows Templates

Windows templates must be prepared before they can be provisioned on multiple machines. You first need to upload your Windows
ISO and create a VM Instance with this ISO. After you have created your VM with Windows installed, follow these next steps to run
sysprep on your VM. Sysprep allows you to create a generic Windows template and avoid any possible SID conflicts.

7.8.8.1Sysprep for Windows Server 2008 R2

For Windows 2008 R2, you run Windows System Image Manager to create a custom sysprep response XML file. Windows System
Image Manager is installed as part of the Windows Automated Installation Kit (AIK). Windows AIK can be downloaded from the
Microsoft Download Center at the following location:

http://www.microsoft.com/downloads/details.aspx?FamilylD=94bb6e34-d890-4932-81a5-5b50c657de08&DisplayLang=en
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Use the following steps to run sysprep for Windows 2008 R2.!

1.

Download and install the Windows AlK.

Note: Windows AIK should not be installed on the Windows 2008 R2 VM you just created. Windows AIK should not be
part of the template you create. It is only used to create the sysprep answer file.

Copy the install.wim file in the \sources directory of the Windows 2008 R2 installation DVD to the hard disk. This is a very
large file and may take a long time to copy. Windows AIK requires the WIM file to be writable.

Start the Windows System Image Manager, which is part of the Windows AIK.

In the Windows Image pane, right click “Select a Windows image or catalog file” to load the install.wim file you just copied.

Select the Windows 2008 R2 Edition.
You may be prompted with a warning that the catalog file cannot be opened. Click Yes to create a new catalog file.

In the Answer File pane, right click to create a new answer file.
Generate the answer file from the Windows System Image Manager using the following steps.

a. The first page you need to automate is the Language and Country or Region Selection page. To automate this,

expand Components in your Windows Image pane, right-click and add the Microsoft-Windows-International-Core

setting to Pass 7 oobeSystem. In your Answer File pane, configure the InputlLocale, SystemLocale, UlLanguage, an
UserLocale with the appropriate settings for your language and country or region. Should you have a question
about any of these settings, you can right-click on the specific setting and select Help. This will open the
appropriate CHM help file with more information, including examples on the setting you are attempting to
configure.

'The steps outlined here are derived from the excellent guide by Charity Shelbourne, originally published at the following URL.

http://blogs.technet.com/askcore/archive/2008/10/31/automating-the-oobe-process-during-windows-server-2008-sysprep-mini-

setup.aspx
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You need to automate the Software License Terms Selection page, otherwise known as the End-User License
Agreement (EULA). To do this, expand the Microsoft-Windows-Shell-Setup component. High-light the OOBE
setting, and add the setting to the Pass 7 oobeSystem . Under Settings, select the drop down next to
HideEULAPage and select true.
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c. Make sure the license key is properly set. If you use MAK key, you can just enter the MAK key on the Windows
2008 R2 VM. You need not input the MAK into the Windows System Image Manager. If you use KMS host for
activation you need not enter the Product Key. Details of Windows Volume Activation can be found here:
http://technet.microsoft.com/en-us/library/bb892849.aspx

d. You need to automate is the Change Administrator Password page. Expand the Microsoft-Windows-Shell-Setup
component (if it is not still expanded), expand UserAccounts, right-click on AdministratorPassword, and add the
setting to the Pass 7 oobeSystem configuration pass of your answer file. Under Settings, specify a password next to
Value.
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You may read the AIK documentation and set many more options that suit your deployment. The steps above are the
minimum needed to make Windows unattended setup work.

8. Save the answer file as unattend.xml. You can ignore the warning messages that appear in the validation window.
9. Copy the unattend.xml file into the c:\windows\system32\sysprep directory of the Windows 2008 R2 Virtual Machine.

10. Once you place the unattend.xml file in c:\windows\system32\sysprep directory, you run the sysprep tool as follows:

cd c:\Windows\System32\sysprep
sysprep.exe /oobe /generalize /shutdown

The Windows 2008 R2 VM will automatically shut down after sysprep is complete

7.8.8.2Sysprep for Windows Server 2003 R2
Earlier versions of Windows have a different sysprep tool. Follow these steps for Windows Server 2003 R2.

1. Extract the content of \support\tools\deploy.cab on the Windows installation CD into a directory called c:\sysprep on the
Windows 2003 R2 VM.

2. Runc:\sysprep\setupmgr.exe to create the sysprep.inf file.
a. Select Create New to create a new Answer File.

b. Enter “Sysprep setup” for the Type of Setup.
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c. Select the appropriate OS version and edition.

d. On the License Agreement screen, select “Yes fully automate the installation”.
e. Provide your name and organization.

f. Leave display settings at default.

g. Set the appropriate time zone.

h. Provide your product key.

i. Select an appropriate license mode for your deployment.

j. Select “Automatically generate computer name”.

k. Type a default administrator password. If you enable the password reset feature, the users will not actually use
this password. This password will be reset by the VMOps instance manager after the guest boots up.

I. Leave Network Components at “Typical Settings”.
m. Select the “WORKGROUP” option.
n. Leave Telephony options at default.
0. Select appropriate Regional Settings.
p. Select appropriate language settings.
g. Do not install printers.
r. Do not specify “Run Once commands”.
s. You need not specify an identification string.
t. Save the Answer File as c:\sysprep\sysprep.inf.
3.  Run the following command to sysprep the image:
c:\sysprep\sysprep.exe -reseal -mini -activated

After this step the machine will automatically shut down.

7.8.8.3 Creating the Windows Template
Once your VM has shutdown, you now can create a template.

Click on My Instances and find your VM. Click on it.
Click on the volumes tab.

Click on the root disk.

L N

In the Actions menu, choose Create Template.

7.8.9 Importing AMIs

The following procedures describe how to import an Amazon Machine Image (AMI) into the CloudStack platform when using the
XenServer hypervisor.

Assume you have an AMI file and this file is called CentOS_5.4_x64. Assume further that you are working on a CentOS host. If the
AMl is a Fedora image, you need to be working on a Fedora host initially.

Note: You need to have a XenServer host with a file-based storage repository (either a local ext3 SR or an NFS SR) to convert to a
VHD once the image file has been customized on the Centos/Fedora host.
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Set up loopback on image file:

# mkdir -p /mnt/loop/centos54
# mount -o loop CentOS 5.4 x64 /mnt/loop/centos54

Install the kernel-xen package into the image. This downloads the PV kernel and ramdisk to the image.

# yum -c /mnt/loop/centosb54/etc/yum.conf --installroot=/mnt/loop/centos54/ -y
install kernel-xen

Create a grub entry in /boot/grub/grub.conf.

# mkdir -p /mnt/loop/centos54/boot/grub
# touch /mnt/loop/centos54/boot/grub/grub.conf
# echo "" > /mnt/loop/centos54/boot/grub/grub.conf

Determine the name of the PV kernel that has been installed into the image

cd /mnt/loop/centos54

1s lib/modules/

.6.16.33-xenU  2.6.16-xenU 2.6.18-164.15.1.elb5xen 2.6.18-164.6.1.el5.centos.plus
.6.18-xenU-ec2-v1.0 2.6.21.7-2.fc8xen 2.6.31-302-ec2

1s boot/initrd*

boot/initrd-2.6.18-164.6.1.el5.centos.plus.img boot/initrd-2.6.18-
164.15.1.elb5xen.img

# 1s boot/vmlinuz*

boot/vmlinuz-2.6.18-164.15.1.el5xen Dboot/vmlinuz-2.6.18-164.6.1.el5.centos.plus
boot/vmlinuz-2.6.18-xenU-ec2-v1.0 boot/vmlinuz-2.6.21-2952.fc8xen

H= N N H H

Xen kernels/ramdisk always end with "xen". For the kernel version you choose, there has to be an entry for that version
under lib/modules, there has to be an initrd and vmlinuz corresponding to that. Above, the only kernel that satisfies this
condition is 2.6.18-164.15.1.el5xen

Based on your findings, create an entry in the grub.conf file. Below is an example entry.

default=0

timeout=5

hiddenmenu

title CentOS (2.6.18-164.15.1.el5xen)
root (hd0,0)
kernel /boot/vmlinuz-2.6.18-164.15.1.el5xen ro root=/dev/xvda
initrd /boot/initrd-2.6.18-164.15.1.el5xen.img

Edit etc/fstab, changing “sdal” to “xvda” and changing “sdb” to “xvdb”.

# cat etc/fstab

/dev/xvda / ext3 defaults 11
/dev/xvdb /mnt ext3 defaults 00
none /dev/pts devpts gid=5,mode=620 0 0
none /proc proc defaults 00
none /sys sysfs defaults 00
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7.

10.

11.

12.

13.

14.

15.

Enable login via the console. The default console device in a XenServer system is xvc0. Ensure that etc/inittab and
etc/securetty have the following lines respectively:

# grep xvc0 etc/inittab

co:2345:respawn: /sbin/agetty xvc0 9600 vt100-nav
# grep xvcO etc/securetty

xvc0

Ensure the ramdisk supports PV disk and PV network. Customize this for the kernel version you have determined above.

chroot /mnt/loop/centos54

cd /boot/

mv initrd-2.6.18-164.15.1.el5xen.img initrd-2.6.18-164.15.1.el5xen.img.bak
mkinitrd -f /boot/initrd-2.6.18-164.15.1.el5xen.img —--with=xennet --
preload=xenblk --omit-scsi-modules 2.6.18-164.15.1.el5xen

H H o 4

Change the password.

# passwd
Changing password for user root.
New UNIX password:
Retype new UNIX password:
passwd: all authentication tokens updated successfully.

Exit out of chroot.

# exit

Check etc/ssh/sshd_config for lines allowing ssh login using a password.

# egrep "PermitRootLogin|PasswordAuthentication"
/mnt/loop/centos54/etc/ssh/sshd config
PermitRootLogin yes

PasswordAuthentication yes

If you need the template to be enabled to reset passwords from the CloudStack Ul or API, install the password change script

into the image at this point. See Adding Password Management to Your Templates on page 48.

Unmount and delete loopback mount.

# umount /mnt/loop/centos54
# losetup -d /dev/loopO

Copy the image file to your XenServer host's file-based storage repository. In the example below, the Xenserver is
"xenhost". This XenServer has an NFS repository whose uuid is a9c5b8c8-536b-a193-a6dc-51af3e5ff799.

# scp CentOS 5.4 x64 xenhost:/var/run/sr-mount/a9c5b8c8-536b-alf%3-a6dc—
51laf3e5££799/

Log in to the Xenserver and create a VDI the same size as the image.

[root@xenhost ~]# cd /var/run/sr-mount/a9c5b8c8-536b-al93-a6dc-51af3e5££799
[root@xenhost a9c5b8c8-536b-al93-a6dc-51af3e5£f£f799]# 1s -1h CentOS 5.4 x64
-rw-r--r-- 1 root root 10G Mar 16 16:49 CentOS 5.4 x64
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[root@xenhost a9c5b8c8-536b-al93-a6dc-51af3e5ff799]# xe vdi-create virtual-
size=10GiB sr-uuid=a9c5b8c8-536b-al93-a6dc-51af3e5ff799 type=user name-
label="Centos 5.4 x86 64"

cad7317c-258b-4ef7-b207-cdf0283a7923

16. Import the image file into the VDI. This may take 10-20 minutes.

[root@xenhost a9c5b8c8-536b-al93-a6dc-51af3e5£f£799]# xe vdi-import
filename=CentOS 5.4 x64 uuid=cad7317c-258b-4ef7-b207-cdf0283a7923

17. Locate a the VHD file. This is the file with the VDI’s UUID as its name. Compress it and upload it to your web server.

[root@xenhost a9cbb8c8-536b-al93-a6dc-51af3e5f£f799]14# bzip2 -c cad7317c-258b-4ef7-
b207-cdf0283a7923.vhd > CentOS 5.4 x64.vhd.bz2

[root@xenhost a9c5b8c8-536b-al93-a6dc-51af3e5f£f799]1# scp CentOS 5.4 x64.vhd.bz2
webserver: /var/www/html/templates/

7.8.10Creating an Ubuntu 10.04 LTS Template for XenServer

This section tells how to create an Ubuntu 10.04 LTS template so that you can create Ubuntu VM instances on the XenServer
hypervisor.

1. Create arunning Ubuntu 10.04 VM by following these steps. (Copied from Installing Ubuntu 10.04 LTS on the Citrix
Developer Network. Check the website for the most up-to-date information:
http://community.citrix.com/display/xs/Installing+Ubuntu+Server+10.04+%2832bit+and+64bit%29+LTS.)

a. Copy makeubuntu.sh script to the Pool Master (download the script from the Citrix Developer Network link
above).

b. Execute makeubuntu.sh script to create Ubuntu Templates.
c. Create an Ubuntu VM with the new templates.
d. Perform install and reboot.

2. Perform the following tests.
a. Make sure the VM is booted with one NIC (eth0).
b. Open the file /etc/network/interfaces and be sure that ethO is set to use DHCP.
3. Stop the Ubuntu VM.
In the next few steps, you will copy the virtual machine's virtual hard disk (VHD) to a web server.

4. From the XenServer command line, list the VMs with the following command. Note the UUID of your Ubuntu VM.

# xe vm-list

5. List the virtual block devices (VBDs) with the following command, passing in the VM UUID you discovered in the previous
step. Note the VDI UUID for the VBD.

# xe vbd-list <your Ubuntu VM UUID>

6. Navigate to the mount point for primary storage to find the VHD file. The name of the VHD file is the VDI UUID you
discovered in the previous step.
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7. Copy the VHD file to a webserver.

8. Inthe CloudStack administrator Ul, add a new template (see Creating Templates on page 36).

a.

b.

Select the URL of the VHD file on the web server as the location.

For the guest OS type, select Ubuntu if you are running XenServer 5.6 FP1 or greater (for earlier XenServer
versions, select CentOS 5.4 x64).

9. Startanew VM from the template.

10. Make sure the VM was able to get an IP address. If not, follow these troubleshooting steps:

a.

b.

e.

f.

Start a Centos 5.3 x64 VM.

On the Centos VM, run this command to find the location of the DHCP client script.
# which dhclient

The location returned should be /sbin/modified-dhclient/dhclient.

On the Ubuntu VM, create a new folder.

# mkdir /sbin/modified-dhclient

Copy the dhclient script from the Centos VM to the Ubuntu VM at /sbin/modified-dhclient/dhclient.
Add the new folder to the front of your VM's path.

Log out of the VM and log in again.

7.8.11Converting a Hyper-V VM to a Template

To convert a Hyper-V VM to a XenServer-compatible CloudStack template, you will need a standalone XenServer host with an
attached NFS VHD SR. Use whatever XenServer version you are using with CloudStack, but use XenCenter 5.6 FP1 (it is backwards
compatible to 5.6). Additionally, it may help to have an attached NFS ISO SR.

For Linux VMs, you may need to do some preparation in Hyper-V before trying to get the VM to work in XenServer. Clone the VM

and work on the clone if you still want to use the VM in Hyper-V. Uninstall Hyper-V Integration Components and check for any

references to device names in /etc/fstab:

1. From the linux_ic/drivers/dist directory, run make uninstall (where "linux_ic" is the path to the copied Hyper-V Integration
Components files).

2. Restore the original initrd from backup in /boot/ (the backup is named *.backup0).

3. Remove the "hdX=noprobe" entries from /boot/grub/menu.lst.

4. Check /etc/fstab for any partitions mounted by device name. Change those entries (if any) to mount by LABEL or UUID (get
that information with the "blkid" command).

The next step is make sure the VM is not running in Hyper-V, then get the VHD into XenServer. There are two options for doing this.

Option one:

L A
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Import the VHD using XenCenter. In XenCenter, go to Tools > Virtual Appliance Tools > Disk Image Import.

Choose the VHD, then click Next.

Name the VM, choose the NFS VHD SR under Storage, enable "Run Operating System Fixups" and choose the NFS ISO SR.
Click Next, then Finish. A VM should be created.
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Option two:
1. Run XenConvert, under From choose VHD, under To choose XenServer. Click Next.
2. Choose the VHD, then click Next.
3. Input the XenServer host info, then click Next.
4. Name the VM, then click Next, then Convert. A VM should be created.

Once you have a VM created from the Hyper-V VHD, prepare it using the following steps.

1. Boot the VM, uninstall Hy